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ABSTRACT

Asynchronous Transfer Mode (ATM) of transmission is designed as a Broadband
Integrated Services Digital Network (B-ISDN) transfer mode that supports a wide
range of traffic classes with diverse flow characteristics. ATM guarantees different
quality of service (Q,S) demands placed on a network by different services (traffic
types). The above powerful feats could be well achieved in ATM network with the
application of an efficient and effective network resource management system. This
thesis therefore, focused on the application of Common Management Information
Protocol (CMIP) in the management of ATM network resources.

In this thesis, ATM network resource management system is modelled using CMIP
principle. The management system was applied in the allocation of network
bandwidth on a real-time basis. The performance of the system was analysed and

considered satisfactory.
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CHAPTER ONE
INTRODUCTION

1.0 BACKGROUND

Since 1970s, some of the network management functions have been emphasized more
than others and the tools have evolved from manual and standalone tools to
sophisticated knowledge based integrated system. The methods and tools in network
management have evolved in four stages.

In 1970s, the main focus was on fault management (terminals unable to logon,
modem problems, and communication line problems) for small (a few hundred
devices) networks.

The faults were managed through a “problem control desk” which receives customer
calls, records the problems and dispatches them to technicians that will diagnose and
correct the problems [1]. The technicians used manual procedure and system display
commands, and ran diagnosis on the equipments. Most diagnostic tools then were
primitive and stand-alone. An example of a more sophisticated tool in this stage is
IBM’s NCCF/NPDA (Network central Control facility / Network problem
determination Aid) which was introduced to diagnose SNA Networks.There was little
interoperability among management systems provided by different manufacturers. [2]
In 1980s Network management were developed for homogenous (single) vendor,
medium sized (few thousand devices) networks. The existing network diagnostic tools
are integrated with network monitoring and control tools into network management
system (NMSs). Monitoring involves determining the status and processing
characteristics currently associated with the different physical and logical components
of the network [3].The first management system known as Net View was introduced
by IBM in 1986. Net View integrated many of the network diagnostics and control
tools developed in the 1970 and early 1980s into a single package. NMS like DEC’s
EMA, AT and T’s starkeeper, and Avant — Garde’s Net command have also been
developed.

In 1990s NMSs’ development focused on managing bigger Networks (internetwork)
for thousands of devices connected over thousands of lines which may cross
international boundaries. In most cases, the human network managers cannot see the

device being diagnosed and the type and manufacture of a device is not known. Due



to the complexity and size of networks being managed, this stage has witnessed
development in three areas [4]:
e The growth of network management standard.
e The evolution of “enterprise management systems” which integrate individual
network management systems for large heterogeneous environments.
e The increased utilization of expert systems and database technologies in

network and enterprise management.

In 2000s the focus of Network management shifted to distributed system management
where all system resources are managed through a platform. The main area of work is
management of internet and the web resources. The focus is on enterprise
management system that coordinates various other nature managers for managing
large heterogeneous network environment. The next generation of management tools
is appearing as Expert Support System (ESS) and Decision Support Systems (DSS) to
support the network planning, installation, maintenance and performance activities.
These systems are exploiting the advances and database technologies and software
engineering for large and complex network management and enterprise management

systems [5].

An ATM network is used as a multi-service network to integrate different services
like voice, music, telephony and video over a single network. Such multi-device
network realises its function by employing network resource allocation system that
ensures that each service is offered with standard (Q,S). This is achieved not minding
that each service has a contradicting demand on the network resource [6].
The ATM network resources include [7]:

e set of VP and VC identifiers (VPI and VCI) to identify connections;

e Bandwidth available on the Transmission Paths;

e Buffer space evaluated in number of cells either internally (in switch fabric)

or externally (outside switch fabric transmission buffer).

Having underscored bandwidth as one of the basic resources in an ATM network,
there is need for effective bandwidth allocation strategy. Efficient allocation and

management of bandwidth ensures the following [8]:



e Optimization of bandwidth utilization to enable networks run at its maximum
capacity and thereby increasing network revenue generation.

e As new applications emerge and new networking equipment is deployed,
network bandwidth management controls flow of traffic in the network during

transitions.

The main network management standards are common management information
protocol (CMIP) by ISO/OSI and simple Network management protocol (SNMP) for
TCP/IP based network [9]. This network favours CMIP. Most network management
systems are realised using SNMP protocol.

Performance management system assists the operator to effectively monitor and
control the network. The main goal for the operator is to manage the network in a cost
effective way and still retain the services’ Q,S. This project, therefore, focused on the
application of bandwidth resource allocation technique in the ATM Network in the

Common Management Information Protocol Environment.

1.1 PROBLEM STATEMENT

The management of modern telecommunication networks like ATM Networks is
growing in complexity due to increased Network versatility and connectivity. Losses
associated with bandwidth allocation increases as the traffic increases. The need for a
sophisticated management protocol to handle this problem arises. CMIP will perform

bandwidth allocation to avoid losses associated with it.
1.2 OBJECTIVE OF THE WORK

The aims of carrying out this study include:

e The application of CMIP on ATM resource management technique
e Touse CMIP to allocate resources to minimize call drop

This work will be useful in any organisation that implements ATM network where it
is required to solve problems associated with improper bandwidth utilization. It can

also be applied in other types of network to allocate resources.



1.3 SCOPE OF THE WORK

This work is limited to ATM network bandwidth resource allocation for data, voice
and video services. The function of bandwidth allocation is realised using Common
Management Information Protocol. The analysis of the allocation system is based on

the computer simulation of the model.

14 METHODOLOGY
The following steps were taken in order to realise this project.
1. literature review / review of related works
2. Model development
3. Model simulation in MATLAB Environment
4. Model Result Analysis

1.5 ORGANISATION OF THE WORK

The remaining part of this work is organized in chapters as follows: Chapter Two
presents an overview of ATM Network and its QoS and performance parameters.
Network management, management functions, network management protocol with
detailed explanation in CMIP and review of network performance management.
Related works are also reviewed and documented. Chapter Three presented models
and simulation of CMIP protocol on ATM. Chapter Four presents the simulation,

results and analysis. Chapter Five presented the recommendations and conclusions.



CHAPTER TWO
LITERATURE REVIEW
2.0 INTRODUTION
In this chapter, ATM network as it relates to network performance management,
different network management architectures, protocols and standards are presented.
Other related works on CMIP and other bandwidth allocation techniques are also
presented.

2.1 ASYNCHRONOUS TRANSFER MODE (ATM)

ATM is a high-speed connection-oriented cell based switching and multiplexing
technology with little or no error control [10, 11]. It is designed to offer flexible
transmission support for a wide range of services including voice, video, and data
[12]. ATM can support any traffic type in separate or mixed streams, delay-sensitive
traffics, and non-delay-sensitive traffics. ATM combines both circuit switching and

packet switching [13].

2.1.1 ATM Physical Architecture
ATM physical architecture shows how ATM switches and end systems are arranged
in a network. Figure 2.1 is ATM physical architecture and below it are the explanation

of its components and interfaces.
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Figure 2.1: ATM Architecture [12]



ATM physical architecture is comprises of ATM components and interfaces linking
one component to another.
A. ATM Components
An ATM network consists of end systems and switches.
1) ATM End System

ATM End system (also called an edge device) can be an ATM user terminal or a

gateway between the ATM network and another type of network. They include ATM

attached workstations, ATM attached server, ATM switches and ATM routers. They

are points on an ATM network where an ATM connection is initiated or terminated.
2) ATM Switch

The basic function of an ATM switch is to switch cells between a virtual channels or
paths on an incoming link and a preconfigured virtual channel or path on an outgoing
link. The central part of the switch is a non-blocking, hardware, switching matrix

known as a switching fabric.

B. ATM Nodes and Interfaces
ATM User-to-Network Interface (UNI) is the interface between an ATM switch and

ATM end system [14]. It is known as access interface, the User-to-network Interface
(UNI) specification defines two types of ATM UNI:

1. Public UNI is connection between a private ATM switch and an ATM
switch residing within a public service provider, where the private ATM
acts as a UNI device

2. Private UNI is connection between an ATM end system (such as ATM
router interface or ATM attached server) and an ATM switch found within

the same private ATM Network

ATM Network —to -Node Interface (NNI) is the interface between two switches of an

ATM also known as network interface. NNI specification defines two types of ATM
NNI.
1. Public NNI is the connection between two public ATM switches within the

same public network that is network nodes of a WAN.



2. Private NNI is switch-to switch connection on an internal network such as

connection between an inter private WAN, LAN.

C. ATM B-ICI is the connection between two public ATM networks.

2.1.2 ATM Protocol Architecture
ATM protocol model as defined by standards is presented using related 1SO-OSI

reference model.

MANAGEMENT PLANE

CONTROL USER
PLANE PLANE

HIGHER HIGHER
LAYERS LAYERS

ATM ADAPTATION
LAYER

ST

INFWNIOVNVIN INVTd

ATM LAYER

PHYSICAL LAYER

Figure 2.2: ATM Reference Model [15]

1) Physical Layer
Physical layer consists of two sub layers: [16]

i.  Transmission convergence (TC) sub layer functions as:

e Transmission frame generation/recovery: Generates and maintains the
required physical layer frame structure appropriate for a given data rate.

o Transmission frame adaptation: Packages incoming ATM layer cells into
frames

o Cell delineation: Maintains the cell boundaries so that cells may be
recovered after descrambling at their destination

o HEC sequence generation/cell header verification: Generates and checks the
header error-control (HEC) code used to protect cell headers

o Cell rate decoupling: Inserts and suppresses idle cells in order to adapt the
rate of valid ATM cells to the payload capacity of the transmission system in

use.



iil.  Physical Medium (PM) Sub layer provides the medium for physical
connection. It is responsible for transmitting/receiving a continuous flow of
bits with associated timing information to synchronize transmission and

reception.

2) ATM Layer

o Cell multiplexing and de multiplexing: It does multiplexing and de
multiplexing so that all ATM layer cells can be carried over a physical layer
medium.

o Cell virtual path identifier (VPD)Ivirtual channel identifier (VCI) translation:
It converts the VPI and VCI of incoming cells into the ones that are required
for the next hop at a switch or a cross-connect during switching, as VCI/VPI
only has local significance.

o Cell header generation/extraction: This appends cell header to user data from
the AAL layer for physical layer transmission and extracting user
Asynchronous Transfer Mode data from cells received. This function may also
include the translation of an address to VPI/VCI.

e Generic flow control (GFC): This is used to control cell transfer in a shared
PM by several subscribers; one possible use is to resolve multiple access

contention among multiple users at the UNI.

3) ATM Adaptation Layer
The ATM adaptation layer (AAL) adapts the services provided by the ATM layer to
support the functions required by the next higher layer, such as network management
protocols. It has two sub layers

o Segmentation and Reassembly (SAR) sub layer which is responsible for the

segmentation of higher-layer data into a size suitable for an ATM cell
information field and the reassembly of the contents of ATM cell information
fields into higher layer information.

o Convergence Sub layer (CS) that provides the ATM adaptation layer (AAL)

service at the AAL-service access point (SAP)



2.1.2

4) User Plane
It provides for the transfer of user application information [17]. It contains physical
layer, ATM layer, and multiple ATM adaptation layers required for different service

users such as CBR and VBR service.

5) The Control Plane
Its protocols deal with call-establishment and call-release and other connection-
control functions necessary for providing switched services. The Control-plane
structure shares the physical and ATM layers with the User-plane. It also includes
ATM adaptation layer (AAL) procedures and higher-layer signalling protocols [18].

6) The Management Plane

This provides management functions and the capability to exchange information
between the User-plane and the Control-plane. The Management-plane contains two
sections:

Layer management performs management functions (e.g. meta-signalling) relating to

resources and parameters residing in its protocol entities. Layer Management handles
the operation and maintenance (OAM) information flow specific to the layer
concerned. It detects failure and protocol problems [19].

Plane management performs management functions related to a system as a whole
and provides coordination between all the planes. Plane management has no layered

structure. VPI and VCI are called connection identifiers.
ATM Cell

The unit of transmission, multiplexing and switching in ATM is the fixed-length cell
of 53 bytes. [20, 21] A cell contains 48-octect cell payload (information field carrying
user information) and a 5-octect header (information field carrying network
information [22]). Its fixed length is chosen to simplify the design of electronics in
ATM switches and multiplexers, because hardware manipulation of variable-length

packets is more complex than processing a fixed length cell [23].



ATM Cell Structure

ATM cell is of two types UNI cell and NNI cell
+— 8bhits —*

I GFC VPI VPI
HEADER
VCI VPI
5 OCTECTS Vel
53 \VCI VCI
Bytes VCI PT [CLP VCI PT [CLP
HEC HEC
PAYLOAD PAYLOAD PAYLOAD
48 OCTECTS 48 OCTECTS 48 OCTECTS
ATM CELL ATM UNI CELL ATM NNI CELL

Figure 2.3 ATM Cell Structures [24]

Generic Flow Control (GFC) is for end to end flow control. It is added to support the

connection of ATM Networks to shared access Networks. It gives the UNI 4bits
which is used to negotiate multiplexing flow control among the cells of various ATM
connections [25]. ATM cell at Network node interface (NNI) eliminates GFC field

and uses the 4bits to increase the VVPI instead.

Virtual Path Identifier (VPI) is used for routing. It is an 8 bit field in UNI and 12 bit
field in UNI. In a UNI interface there is maximum of 256 virtual paths and 4096
virtual paths in NNI [15]

Virtual Channel Identifier (VCI) is a 16-bit field in both UNI and NNI interface used

for routing.

Cell Loss Priority (CLP) prioritizes the order in which cells may be discarded in time
of network problems. It acts as an indicator as to whenever or not this cell is
expendable, should the Network start becoming congested. “1” indicates “can discard

the cell” and “0” indicates “might not discard cell”.



Payload Type (PT) identifies the cell content, if it is data cell, and idle, an OAM cell,

VVCC- level OAM information, explicitly forward congestion indication (EFCI), AAL

Information or resource management information.

Header Error Control (HEC) is an 8-bit CRC calculated over the remaining 32 bits in

the header. It is used for error detection and single-bit error correction.

Payload contains User information or in band signalling information

2.1.4 ATM Virtual Connections
ATM connections are made up of VCs, VP and Physical Transmission Path as shown

below.

" P /P

PHYSICAL

VCs ( VCs

—— \/P

\/P TRANSMISSION
PATH
—T] \/P
[ \/P

Figure 2.4: ATM Virtual Connections [26]

Physical Transmission Path is bundle of VPs. VCs concatenate to create VPs; VPs

concatenate to create a transmission path [27].

The virtual path (VP) is a bundle of virtual channel links; all the links in a bundle

have the same endpoints. A VPI identifies a group of VC links, at a given reference
point, that share the same VPC. A specific value of VPI is assigned each time a /P is
switched in the network. A VP link is a unidirectional capability for the transport of
ATM cells between two consecutive ATM entities where the VPI value is translated
[28]. A VP link is originated or terminated by the assignment or the removal of the
VPI value.

Virtual channel (VC) is a unidirectional communication capability for the transport of

ATM cells. A VCI identifies a particular VC link for a given virtual path connection



(VPC). A specific value of VCI is assigned each time a VC is switched in the
network. A VC link is a unidirectional capability for the transport of ATM cells
between two consecutive ATM entities where the VCI value is translated. A VVC link

is originated or terminated by the assignment or removal of the VVCI value [29].

2.1.5 ATM Connection
ATM has two types of virtual connections:

Permanent virtual connection (PVC) is a connection that is setup and taken down
manually by a network manager. A set of network switches between the ATM source
and destination are programmed with predefined values for VCI/VPI.

Switched virtual circuit (SVC) is a connection that is setup automatically by a

signalling protocol. SVC is more widely used because it does not require manual

setup, but it is not reliable.

2.1.6 ATM Services

ATM forum specifies six types of services [30]. They are:

Constant bit rate (CBR). This is used for emulating circuit switching. The cell rate is

constant with time. Telephone traffic, videoconferencing and television use CBR.

Variable bit rate—non real time (VBR—NRT). This service allows users to send traffic

at a rate that varies with time depending on the availability of user information.
Statistical multiplexing is provided to make optimum use of network resources.
Multimedia email is an example of VBR-NRT.

Variable bit rate—real time (VBR—RT). This service is similar to VBR-NRT, but it is

designed for applications that are sensitive to cell delay variation. Examples of real
time VBR are voice with speech activity detection (SAD) and interactive conference
video.

Available bit rate (ABR). This service provides rate based flow control and is aimed at

data traffic such as file transfer and e-mail.
Unspecified bit rate (UBR). This class is widely used today for TCP/IP. Maximum
cell transfer delay (Max CTD) Mean cell transfer delay (Mean CTD).

Guaranteed Frame Rate (GFR). This service provides the user with a Minimum Cell

Rate (MCR) guarantee under the assumption of a given maximum frame size (MFS)



and a given Maximum Burst Size (MBS). The MFS and MBS are both expressed in

units of cells.

2.1.7 ATM Switch Architecture

For an ATM switch to perform its switching function there are components in it that
performs the action. The diagram below shows a generic ATM switch and

explanation of the components.
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Figure 2.5: Generic ATM Switch [31]

» Components of an ATM switches
An ATM switch is made up of: [32]
Input Port receives cells, identifies boundaries between adjacent cells, synchronizes
timing between the external link and the switch, and buffers cells if necessary,
changes VPIs/VCIs to the new VPIs/VCls, appends necessary internal routing

information to the cells.

Output Port removes any information appended to the cells by the input ports,
identifies boundaries between adjacent cells, synchronizes timing between the
external link and the switch, buffers cells if necessary and transmits the cells to the
external link.

Control Unit performs control functions, such as cell header translation, arbitration
among input modules, and performance management of the switch. Controls entire

operation of switch that is Cell switching, Signalling (UNI and NNI), Call Admission



Control (CAC), Policing, Congestion control, Usage Parameter Control (UPC) and
Accounting statistics

VPI/VCI memory is physical memory that is used to keep track of how to map cells of

different VVC’s from input ports to output ports.
Switch Fabric performs the core switching functions by delivering the input cells
received by the input modules to the output modules. It also resolves any contentions
between cells.

» Operation of an ATM Switch
The cell is received across a link on a known VCI or VPI value. The switch looks up
the connection value in a local translation table to determine the outgoing port (s) of
the connection and the new VPI/VVCI value of the connection on that link. The switch
then transmits the cell on that outgoing link with the appropriate connection
identifiers. Because all VCls and VVPIs have only local significance across a particular
link, these values are remapped, as necessary, at each switch. An ATM switch
performs Cell switching, Signalling, Call admission control, Usage parameter control
and Accounting. [33]

2.1.8 ATM Network Management
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Figure 2.6: ATM Network Management Model [34]

M1: Management Interface between private Manager and an end user.
M2: Management Interface between an ATM switch of a private network and

cooperate/ enterprise network manager.




M3: Management Interface between management system of a public network and
management system of a private network.

M4: management interface between a public network and a network management
system

MS5: management interface between network management systems of two public

networks.

2.2 Network Management

Network management may be defined as planning, organizing, monitoring and
controlling of activities and resources within a networking system to provide a level
of service that is acceptable to the user and the provider (owner) [35,36]. It can also
be defined as OAM&P (Operations, Administration, Maintenance, and Provisioning)
of network and services [37]. It may be performed by a human being, by automated
systems or both. From Business Management point of view, Network management
involves strategic and tactical planning of the engineering operations and maintenance

of network and Network services for current and future needs at minimum overall

cost.
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| | |
Network Provisioning Network Operations Network Maintenance
Fault management/ Routine Network
Service resolution Text

—Plannin . .
J Configuration management Fault management
: Performance management / _ Trouble Ticket
Design Traffic management Administration
Security management — Network Installation
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Facilities Installation
Report management e & Measurement
Inventory Management ——

Data aatherina & analvsis ——
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Figure 2.7: Network Management Functional Groupings [38]
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6)

NM is made up of 3 major functional groupings: Network provisioning, network

operation and network maintenance as shown in figure 2.7.

» Network Management Goal
A NMS should achieve the following at the end of management operations [39]:
Reduced operational cost: A NMS should help the operator operate and maintain the
network effectively at reduced cost.
Provide security: It should block an unauthorized user.
Maximizing availability: 1t should make the network available when it delivers
services to the user with the required QoS.
Enabling adaptability: NMS should adapt to the new/change in network structure.
Easy to change services and the QpS: Services and users requirements of QoS evolve
in time, so NMS should easily change or add new services and adjust their QoS.
Easy network upgrade: NMS should support network components from many

vendors, so it becomes easy to expand or upgrade the network.

2.2.1 Network Management Model

NETWORK MANAGEMENT
I
, I

ORGANISATION MODEL FUNCTIONAL MODEL

INFORMATION MODEL COMMUNICATION MODEL

Figure 2.8:  OSI Network Management Model [40]

Organisation Model describes components of network management and their
relationships. Component of network management system are managed object, agent
and the network manager.

Information Model is concerned with the structure and the storage of management
information. It specifies the information base to describe managed objects and their

relationships.



Functional Model addresses the user-oriented application specified in the OSI
model. It describes NM functions such as Fault, Configuration, Accounting,
performance and security management.

Communication Model addresses the way information is exchanged between systems
(agents/managers). It is constitutes of 3 components: the management Application
Process, Layer Management between layers and Layer Operation within the layers
[41].

2.2.2 Network Management Architecture

Network management architecture determines how and where management
mechanisms are applied in a network. Most network management systems have the
same basic structure and set of relationship even if the components can be named
differently [35]. Network management system comprises of these components: A
Network Manager, An Agent, Managed Objects (MO), Management Information
Base (MIB) and A Network Management Protocol.

Managing

System MANAGER
Management
Commands

Local
Sommands

Managed
System

MANAGED

MANAGED OBJECTS

OBJECTS

MANAGED
OBJECTS

Figure 2.9: Generic Network Management Systems [36]

1. Network Manager

A network manager is a stand-alone device, but can be implemented on a shared

system that runs applications to display management data, monitors and control



managed devices by communicating with their agents [42]. A manager has
sophisticated graphics, memory, storage and processing capabilities. It handles
polling, which is about getting data about objects from the MIBs residing in the

network devices. These objects information are stored in the manager MIB.

2. An agent
An agent is network management software package that resides in every managed

system. An agent tracks local management information and uses a protocol to send
information to the manager. That is it administrates the MIB and handles the
communication with the manager and other devices in the network. Summarily, Agent
gathers information from managed objects, Configure parameter of the objects,

respond to managers’ requests and generate Alarms and send them to manager

3. Managed Objects

This is a logical view for the purposes of network management of a manageable
physical or logical resource of the network [36]. It can be protocol entities, a switch, a
router, a multiplexer, a workstation a buffer management routine, a routing algorithm,
an access scheme, or other software packages.

Each managed object has an object class which represents a collection of managed
objects with the same or similar properties. A particular managed object existing in a
particular network is defined as an object instance of the object class to which it
belongs. Thus, an object instance represents an actual realization of an object class
(i.e., a managed object of a particular class bound to specific values). A managed

object is described by four parameters [37]:

PARAMETERS | DESCRIPTION

ATTRIBUTES Describes the current state and condition of operation of managed

objects.

OPERATION Actions that are performed on the managed objects.

NOTIFICATION | Reports provided by the managed objects about events that occurred

within its domain.

BEHAVIOUR Actions exhibited by the managed objects in response to the

operations performed on it, or to internal stimuli like notice.




4. Management Information Base (MIB)

MIB is a virtual database used to define the functional and operational aspects of
network devices [36]. The MIB contains an abstract image of the managed objects
within a network, and provides a method of relating managed objects to each other. It
is by manipulation of the virtual objects within the MIB that the actual resources
within a managed system can be examined or changed by the network manager [37].
Managed objects are organised in a containment hierarchy or tree structure, where the
subordinate nodes on the tree are contained within superior objects in the MIB. This
tree is called a management information tree (MIT). Each managed object has a name,
and this name is formed by concatenating the names of all its superior objects within
the MIT. The object at the top of the tree is the root and an object’s name relative to
the root is called its distinguishing name (DN). These names are used to select
managed objects during the information exchanges that occur between managers and
agents [43].

5. Network Management Protocol

A Network management protocol is used by the manager and the agents to
communicate with each other. Well known network management protocols are
Simple network management protocol (SNMP), and Common management
information protocol (CMIP) [39]. Network management protocol shall be discussed

in details later.

2.2.3. Structure and Arrangement of Network Management Systems
Network management architecture can be classified as [44]:

1) Mode of transfer of management information

a) In-band management
b) Out-of-band management

c) Combination of in-band and out-of-band management.




2) Structural arrangement of components
a) Centralized management
b) Distributed management

c) Hierarchical management.

1) Mode of transfer of management information

a) In-band Management

Network management data travels across an internetwork using the same path as user
traffic [45]. It has simple structure, cheap and easy to set up, but management data
flows can be affected by the same problems that affects user traffic flows like
congestion. So when network management is most needed, it may not be available.
This network management architecture does event monitoring when the network is

under stress and takes the necessary action.

b) Out-of-band Management architecture

Network management data and user data travel on different paths. It allows the
management system to continue to monitor the network during most network events,
even when such events disable the network. This allows you to effectively see into
portions of the network that are unreachable through normal paths (i.e., user data
flow paths) [39]. A trade-off with out of-band monitoring is that there are security
risks associated with adding extra links between managers and agents. To reduce
risk, the links should be carefully controlled and added only if absolutely necessary.

Another trade-off is that it is expensive since it require extra path.

¢) In-band and out-of-band management combined

In this architecture, there is still the expense and complexity of out-of-band
management, as well as the additional security requirements [35]. However, the
combination allows (typically) higher performance in-band management to be used
for monitoring (which is the high-capacity portion of network management), yet still
allows out-of-band management to be used at critical times (e.g., when the user data

network is down).



2) Structural arrangement of components

a) Centralized Management

In this architecture all management data radiate from a single management system.
Agents are distributed across the internetwork and send data to the centralized
manager. The data can be sent via out-of-band or in-band paths. This workstation is a
single point of failure, and if it fails, the entire network could collapse. In case the
management host does not fail, but a fault partitions the network, the other part of the
network is left without any management functionality. Also, a centralised system
cannot easily be scaled up when the size or complexity of the network increase [5,6].
A variation of centralised systems is the platform approach [47], in which a single
manager is divided into two parts: the management platform and the management
application. The management platform is mainly concerned with information
gathering and simple calculations, while management application uses the services
offered by the management platform to handle decision support and higher functions
[7]. The advantage of this approach is that applications do not need to worry about
protocol complexity and heterogeneity. The drawback is that it still inherits limited
scalability from its centralised nature. The diagram of centralized network

management architecture is shown in figure 2.10.
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Figure 2.10: Centralized Management Architecture [34]

b) Distributed Management:




It consists of multiple separate components that are strategically placed across the
network, localizing network management traffic and distributing management
domains. Multiple managers are used to distribute management functions across
several domains mean that is managers and agents are spread out across the internet
work [35]. Distributed management may take the form of having multiple
management systems on the network (e.g., one management system per campus or per
management domain, as shown, or a single management system with several
monitoring nodes. There is no direct communication between different domains
managers. The generic diagram of distributed network management architecture is

shown in figure 2.11.
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Figure 2.11: Distributed Network Management Architecture

¢) Hierarchical Management

This occurs when the management functions are separated and placed on separate
devices. Management is hierarchical in that, when the functions are separated, they
can be considered as layers that communicate in a hierarchical client-server fashion.
In hierarchical management, localized monitoring devices collect management data
and pass these data either directly to display and storage devices or to monitoring
devices to be processed. When the management data are passed on to display and
storage devices without processing, the monitoring devices act as they did in
distributed management, localizing the data collection and reducing the amounts of
management data that transit the network [35]. The hierarchical architecture uses the
concept of “Manager of Managers” (MoM) and manager per domain paradigm [48].
Each domain manager is only responsible for the management of its domain, and is

unaware of other domains. The manager of managers sits at a higher level and request



information from domain managers. In this architecture, there is no direct
communication between domain managers. This architecture is quite scalable, and by
adding another level of MoM a multiple level hierarchy can be achieved. The generic

diagram of hierarchical network management architecture is shown in figure 2.12.
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Figure.2.12: Hierarchical Network Management Architecture

d) Network Architecture:

This is combination of the hierarchical and distributed architectures [47]. This
architecture uses both manager-per-domain and manager of managers’ concepts, but
instead of a purely peer-system or hierarchical structure, the managers are organised
in a network scheme. This approach preserves the scalability of both systems and
provides a better functionality in diverse environments. The generic diagram of

network architecture is shown in figure 2.13.
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Figure.2.13: Network Architecture.
2.2.4 Network Management Functions
Network functions entail Fault Management, Configuration Management, Accounting

Management Performance Management and Security Management.

1) Fault Management

This involves monitoring, provision and response to facilities so as to detect, isolate
and resolve abnormal conditions in a network and restore it to normal operating
condition [36, 37]. Fault management includes the ability to detect faults, to perform
diagnostic test on a managed object to define the fault and to perform operation on
managed objects to correct the fault (if its software faults) or to take the object out of
service for physical maintenance (if its hardware faults). The manager makes use of
event reporting, confidence and diagnostic testing, log control, and alarm report in
fault management. Fault management functions include [49]:

1. To maintain and examine error logs.

2. Toacceptand act upon error detection notifications.
3. Totrace and identify faults.
4

To carry out sequences of diagnostic tests.



5. To correct faults.

Fault management functions are achieved with the following steps [39]:

1) Fault detection: Detects fault in the network and identify problem symptoms.

2) ldentification and isolation: ldentify the network element where a fault has
occurred. Isolate the problem and take the faulty network element out of
operation.

3) Fault measures: Fix the problem.

4) Test the fault measures: Test if the fault measures really fixed the problem and
that they do not have any negative side effects to the rest of the network. Then
put it on operation as usual.

5) Logging: Record the fault detection and the management actions that were used

to solve the problem.

2) Configuration Management

This involves maintaining, adding and updating records of hardware and software
components, defining their functions and usability initializing the network, and
ensuring that the network is described correctly and completely at all times. It also
assigns, maintains and updates records of users, including billing responsibilities and
communication privileges. A critical feature of configuration management is the
ability to cope with the control, change [36]. Configuration management includes
functions to [49]:

a) Set the parameters that control the routine operation of the open system;

b) Associate names with managed objects and sets of managed objects;

c) Initialize and close down managed objects;

d) Collect information on demand about the current condition of the open system;

e) Obtain announcements of significant changes in the condition of the open

system;

) Change the configuration of the open system.

In describing the states of the objects in a network, configuration management

distinguishes between administrative states and operational states [37]:

1) Administrative state descriptors are



a) Unlocked (managed object can be used);

b) Locked (managed object cannot be used);

c) Shutting down (managed object will honour current users but will not
accept new users).

2) Operational states descriptors are

a) Enabled (managed object is operate available and not in use);

b) _Disabled (managed object is not available);

c) Active (managed object is available for used and can accept new user)
and

d) Busy (Resources is available but cannot accept new users).

3) Accounting Management

The goal of accounting management is to measure network utilization parameters so
as to regulate the network access. Such regulation minimizes network problems
(because network resources can be apportioned based on resource capacities) and
maximizes the fairness of the network access across all user [37]. It involves tracking
the usage of network resources by performing password administration and billing.
Measurement of resource use can yield billing information as well as information
used to achieve optimal resources utilization [40]. Accounting management functions
include [49]:

a) To inform users of costs incurred or resources consumed;

b) To enable accounting limits to be set and tariff schedules to be associated with

the use of resources; and
c) To enable costs to be combined where multiple resources are invoked to achieve

a given communication objective.

4) Performance Management

Network performance management involves monitoring network utilization, end-to-
end response time, availability accuracy throughput and other performance measures
at various points in a network so as to improve the performance of the network [36,
37]. Therefore the goal of Network performance management is to measure and make

available various aspects of network performance so that network performance can be



maintained at an acceptable level [5]. Performance management functions includes:
[49]

a) To gather statistical information;

b) To maintain and examine logs of system state histories;

c) To determine system performance under natural and artificial conditions; and

d) To alter system modes of operation for the purpose of conducting performance

management activities.

5) Security Management

The goal of security management is to control access to the network resources
according to local guidelines so that the networks cannot be sabotaged and to ensure
that sensitive information cannot be accessed by those without appropriate
authorization [37, 39]. The purpose of security management is to support the
application of security policies by means of functions which include: [49]

a) The creation, deletion and control of security services and mechanisms;

b) The distribution of security-relevant information; and

c) The reporting of security-relevant events.

2.2.5 Network Management Standards

These are bodies that are responsible for the regulation of network management
protocols. Each standard has a particular network management protocol they are
regulating. Below are the descriptions of standards and their network management

protocols.

1. The International Telecommunication Union (ITU):

The International Telecommunication Union (ITU) is a specialized agency of the
United Nations responsible for telecommunications. It has nearly 200 member
countries and their head-quarter at Genera [50]. Standardization work is divided
between two major standardization bodies: ITU-T and ITU-R The Comité Consultatif
International de Télégraphique et Téléphonique, or International Telegraph and
Telephone Consultative Committee (CCITT/ITU-T) is presently called ITU-T, where

the “T” comes from telecommunications. The website is http:/www.itu.ch/itudoc/itu-



t/red.html. The Comité Consultatif International des Radiocommunications or
International Radio Consultative Committee (CCIR/ITU-R) is presently known as
ITU-R, where the “R” stands for radio. The website is http:/www.itu.ch/itudoc/itu-
r/red.html.

2. The International Standard Organization (ISO)

ISO is a worldwide federation of national standards bodies with representatives from
over 100 countries. It is a non-governmental organization established in 1947. Its
mission is to promote the development of worldwide the international exchange of
goods and services and to develop co-operation in the spheres of intellectual,
scientific, technological and economic activity. The open system interconnection
(OSI) reference model is a seven layer decomposition of network function published
by the ISO [51]. OSI is a set of communication standards and protocols that aims at
establishing an open environment for the movement of data between devices. The

website is http://www.iso.ch/

3 The Internet Engineering Task Force (IETF)

IETF is responsible for the evolution of the Internet architecture. It takes care of the
standardization of the TCP/IP protocol suite used in the Internet. The technical work
is divided by topic into several working groups where each group is managed by an
Area Director (AD). Work in progress is published as Internet-drafts which are not
approved standard documents. An Internet draft is only valid for a limited time. When
a specification document is approved as standard, the work is published as an RFC

(Request for Comments).

4 The Object Management Group (OMG)

OMG is a non-profit organization that promotes the use of object-oriented
technologies. Among other things, it defines the CORBA and UML standards. The
OMG web site (www.omg.org) provides all of its standards documents available free-
of-charge in the form of downloadable PDF files. The OMG focuses on
administrative tasks, such as maintaining the OMG web site and organizing meetings
of its members [52]. Any organization (or individual) that is interested in the work of

the OMG can become a member. Member organizations typically include universities,



1))

software vendors and software users. Members can volunteer to take part in task
forces that have the goal of defining new OMG standards or enhancing existing OMG
standards. It is through this work that the OMG standards evolve in directions directed

by the real-world concerns of its members.

2.2.6 Network Management Protocols.
Network management protocols and their respective standard bodies include:
1. Simple Network Management Protocol(SNMP) by IETF
2. Common Management Information Protocol (CMIP) by OSI
3. Common Object Request Broker Architecture(CORBA) by OMG
4. Telecommunication Management Network (TMN) by ITU-T

Simple Network Management Protocol (SNMP)

The Simple Network Management Protocol (SNMP) is a network management
protocol widely used in networks that supports the TCP/IP (Transport Control
Protocol/ Internet Protocol) communication stack. SNMP provides a method of
managing network hosts from a centrally-located computer running network
management software. SNMP performs management services using management
systems and agents [53]. SNMP evolved in three versions:
e SNMP Version 1 (SNMPv1)

SNMPv1 is the standard version of the SNMP protocol. It is defined in RFC 1157 and
it is a full Internet Engineering Task Force (IETF) standard. Security in SNMPV1 is
based on the so-called communities which are just passwords. It reports whether only
a device is functioning properly [53]. There are three communities in SNMPv1, read-
only, read-write and trap. Read-Only allows reading of data values but cannot modify
the data. The Read-Write community allows us to read and also modify the data. Trap

allows us to receive traps.

e SNMP Version 2 (SNMPv2)
SNMPv2 was developed to provide the security functions and a remote monitoring
(RMON) management information base. The RMON MIB provides continuous
feedback without having to be queried by SNMP console [54]. It is defined in RFCs
1905, 1906, and 1907.



e SNMP Version 3 (SNMPv3)
SNMPv3 was developed to provide the best possible security in SNMP management.
It is defined in RFCs 2571, 2572, 2573, 2574, and 2575. It provides a framework for
the previous versions and future developments in SNMP management with minimum
impact on existing systems.
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Figure 2.14: SNMP Protocol Architecture

Figure 2.14 shows the protocol architecture of communication between a SNMP
manager and agent indicating the layers and the SNMP commands as explained

below.

. Application layer

This provides services to an end user, such as an operator requesting status
information for a port on an Ethernet switch. The SNMP application decides what to
do. For instance, the application can send an SNMP request to an agent through the
manager, send a response to an SNMP request or send a trap from the agent to
manager.

o UDP



User Datagram Protocol (UDP) is the connectionless protocol within TCP/IP and
corresponds to the transport layer in the OSI model. UDP allows two hosts to
communicate with each other. The UDP header contains the destination port of the
device to which it is sending the request or trap. The destination port will be either
161 (query) or 162 (trap).

. P

The IP (Internet Protocol) layer delivers the SNMP packet to its intended destination
as specified by its IP address.

. Network Dependent Protocol

The final event that must occur for an SNMP packet to reach its destination is to be
forwarded to the physical network where it can be routed to its final destination. The
MAC layer is comprised of the network adapters and their drivers and these place data
onto a physical device such as an Ethernet card.

SNMP Network Management is made up of three parts [55]: SNMP Commands,
Structure of Management Information (SMI) and Management Information Base
(MIB)

» SNMP Commands

SNMP has five protocol data units (PDU) formats commands:

Command Description

Get A manager to agent command that causes a Get Request PDU to be
sent containing a command code, object name, and specification of an
MIB variable. The receiving entity responds by sending a Get
Response PDU containing values of the variable requested or an error

code in the event of an error

Get-Next A manager to agent command is similar to Get Request except that the
request is for values of variables that “follow” the ones specified in
the PDU. The notation of following is based on a lexicographic order
determined by the MIB design. This is specially, useful for traversing

tables maintained by the management server

Response An agent to manager PDU sent in response to a previously neared Get

Request PDU. It contains value requested or error codes




Set This command allows the manager to update values of MIB variable
maintained by remote management program and to remotely alter the
characteristics of a particular object, which in turn, can affect network
operation the format does not violate any security measures that

prevent unauthorized updates.

Trap The PDU is sent from the server to the manager when specific
conditions or events have occurred. It allows the manager or to stay

abreast of the changes in the operating environments.

> Structure Management Information (SMI)

This is a standard dedicated to specifying a machine independent syntax for every
data type. These data types are independent of the data structures and representation
techniques unique to particular computer architectures. SMI specifies the syntax for
data types such as object identifiers, counters, rows, tables, octet strings, network
addresses, and other SNMP elements [40]. Managed Objects are arranged in hierarchy

or tree shown below:
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Figure 2.15 Structure of Management Information Object Tree [40]

The node at the top of the tree is called the root, and anything below is called a
subtree (or branch). Thus, in the tree of Figure 2.5, iso (1), org (3), dod (6), internet
(1), directory (1), mgmt. (2), experimental (3), and private (4) are all subtrees. Where
ISO is the International Standards Organization, and DoD is the U.S. Department of
Defense which started with the ARPANet. CCITT is the Consultative Committee for




International Telegraph and Telephone. The CCITT has to do with telephony and
other communications standards. It is now known as the International
Telecommunications Union (ITU), but the CCITT acronym still appears in several

standards.

An object identifier is a series of integers based on nodes in the tree, and separated by
dots. Thus, iso(1).org(3).dod(6).internet(1) in object identifier form is represented as
1.3.6.1 or in textual form as iso.org.dod.internet. Thus, each MIB object has a
numerical object identifier and an associated textual name, much like the association
of DNS and IP. The directory (1) subtree is not currently used. The mgmt. (2) subtree
defines a standard set of Internet management objects. MIBs are listed below the
mgmt. (2) subtree. The experimental (3) subtree is reserved for testing and research
purposes. Objects under the private (4) subtree are used by individuals and

organizations to define other objects under this subtree.

» Management Information Base (MIB)
An SNMP MIB is a set of parameters which an SNMP management station can query
or set in the SNMP agent of a network device such as a router. SNMP contains two
standard MIBs. The first, MIB 1, established in RFC 1156, was defined to manage the
TCP/IP -based internet. MIB 11 is basically an update to MIB I. The MIBII refers to
the current definition. SNMPv2 includes MIBII and adds some new objects. There is

MIB extensions for each set of related network entities that can be managed. [40]

2) Common Management Information Protocol (CMIP)

Common management information protocol (CMIP) is a more sophisticated object
oriented network management protocol used in OSI networks. It allows any devices to
report to the Network Manager when there is a problem. It is more advance and with
greater functionality than SNMP that is limited to reporting only network conditions
[56]. CMIP is connection-oriented protocol running on top of the seven-layer OSI
stack. It relies on both manager- to-agent and manager —to-manager communications.
CMIP is much more secure with MIB allowing use of inheritance in defining
managing objects. CMIP is better suited for management of large, complex, multi-

vendor enterprise Networks. [57]
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Figure 2.16: CMIP Communication Model [57]

CMIP Agent is that part of a distributed application that manages the managed objects
within its local system environment. An agent performs management operations on
managed objects as a consequence of management operations communicated from a
manager. An agent may also forward notifications emitted by managed objects to a
manager. [58]

CMIP Manager is that part of a distributed application which has responsibility for

one or more management activities, by issuing management operations and receiving

notifications.

CMIP Protocol Architecture
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Figure 2.17: CMIP Protocol Architecture
CMIP protocol architecture (figure 2.17) corresponds to the OSI-ISO layers. Network
management takes place at layer seven of the OSI reference model. Figure 2.18 shows

only the layer seven and its protocol units.
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Figure 2.18: CMIP layer seven Protocol units

System Management Application Source Element (SMASE)

It creates and uses the protocol units that are exchanged during the management

process. It employs communication services by specific applications service elements
(ASEs) by CIMSE

Common Management Information Service Element (CMISE)

It provides management notification services that can be used to report any event

about a managed object and management operation services that define the operation

required to perform actions on a managed object. Also, provides a frame work for

common management procedures that can be invoked from remote locations. It has 3

categories: management association services (MAS), management notification

services (MNS) and management operation services (MOS) [59, 60].

TYPE SERVICE TYPE DESCRIPTION
M- Generates connection establishment to peer
INITIALIZE Confirmed | CMISE users for transferring management
function
MAS [ M- Confirmed | Terminates an establish connection between
TERMINATE peer CMISE service users
M-ABORT Non- Terminates connection between CMISE peer
Confirmed jpbruptly
M-CANCEL- | Confirmed |[Cancel previously requested and currently
GET outstanding invocations
M-GET Confirmed |Requests managed object attributes. The
request can handle one object or a set of
objects
M-SET Confirmed/ | Set managed object attributes
Non-
Confirmed
M-ACTION Confirmed/ |Request an action to be performed on a
Non- managed object




Confirmed

MOS | M-CREATE Confirmed |Creates an instance of a managed object in
agent MIB
M-DELETE Confirmed |Deletes an instance of a managed object in the
agent MIB
MNS | M-EVENT Confirmed/ | Reports an event about a managed object to
REPORT Non- the CMSE manager
Confirmed

Remote Operation Service Element (ROSE)

This is the 1SO equivalent of remote procedure call. ROSE allows the invocation of

an operation to be performed on a remote system. The Remote Operation protocol

contains an invoke identifier for correlating requests and responses, an operation

code, and an argument field for parameters specific to the operation. ROSE can only

be invoked once an application association has been established. CMIP uses the

transaction-oriented services provided by ROSE for all its requests and responses.

CMIP also uses the error response facilities provided by ROSE. In synchronous

mode, Rose requires the receiver to reply before the originator can invoke another

operation. In asynchronous mode ROSE permits the originator to continue invoking

operations without waiting for a response [61].

Service overview [62]

SERVICE TYPE DESCRIPTION™
RO-INVOKE Non- Enables an invoking Application Entity to request an
Confirmed | operation to be performed by the performing

Application Entity.

RO-RESULT Non-

Confirmed

Enables the performing Application Entity to return
the positive reply of a successfully performed
operation to the invoking Application Entity.




RO-ERROR Non- Enables the performing Application Entity to return
Confirmed | the negative reply of an unsuccessfully performed

operation to the invoking Application Entity.

RO-REJECT-U | Non- Enables one Application Entity to reject the request
Confirmed | or reply of the other AE if the ROSE-user has
detected problem

RO-REJECT-P | Provider- Enables the ROSE-user to be informed about a
initiated problem detected by the ROSE-provider

Association Control Service Element (ACSE) : This is used to establish and release

associations between application entities. Before any management operations can be
performed using CMIP, it is necessary for the two application entities involved to
form an association. Either the manager or the agent initiates association
establishment. ACSE allows the manager and agent to exchange application entity
titles for the purpose of identification and application context names to establish an
application context. An application context defines what service elements (for
instance, ROSE and CMISE) may be used over the association. After the association
is established, ACSE is not used again until the association is released by the manager
or agent. It supports the establishment, maintenance and formation of a cooperation
relationship between application entities. Below is the description of ACSE services
[62].

MODE | SERVICE TYPE DESCRIPTION
A- Confirmed |causes the start of use of an association by
ASSOCIATE those ASE procedures identified by the value
g of Application Context Name parameter
S A- Confirmed |[Causes the completion of the use of an
§ RELEASE association by those ASE  procedures
g identified by the application context that is in
3 effect without loss of information in transit (in
an orderly manner).




A-ABORT Non- Causes the abnormal release of the association
Confirmed |with the possible loss of information in transit.
It is done abruptly.
A-P- Provider Indicates the abnormal release of the
ABORT Initiated association as a result of action by the
underlying presentation-service with the
possible loss of information in transit.
Connec | A-UNIT- Non- Simultaneously establishes and releases an
tionless [ DATA Confirmed | association.

» SNMP AND CMIP Comparison

SNMP and CMIP are the most commonly used management protocols. Below is the

comparison of the two protocols [63, 64].

SNMP CMIP
AGENT INTELLIGENCE | Simple Complex and powerful
ENVIROMENT TCP/IP oSl
MANAGER Polling —Based Event-Based
INTELLIGENCE
BANDWIDH Excessive polling can result | Larger message can result
REQUIREMENT in high bandwidth | high bandwidth consumption
requirement
CODE SIZE Small Fairly large
SCALABILITY Polling  requires careful | Event driven creates a more
tuning of the network. scalable solution for large
reliable network.
SECURITY Secure  SNMPV2  offers | CMIP offers security as well

authentication and access

control, including alarm

reporting.

as audit trial service.

PDU LIMITATION

484 octets

Unlimited




NAMING Naming requires more | Uses X.500 naming to
information to make it | facilitate manager to
globally unique manager distribution

DATA RETRIVAL Simple reads and writes Structure of query

COMMUNICATIONS Connection less datagram | Connection oriented upper

using UDP/IP; places burden

on the manager for recovery.

layers using OSI service

layer stack

PERSPECIVE ON DATA

Flat file

Object oriented

MODE OF OPERATION

Unconfirmed

Confirmed

REDUNDANCY OF | Agent may send traps to | Management services can be

MANAGEMENT multiple managers distributed to  multiple
destination

REPRESENTATION ASN1 Object oriented

DATA One row at a time Scoped get provides agent

SYNCHRONISATION synchronization of data.

3. Common Object Request Broker Architecture (CORBA)
This is a complementary technology that offers powerful mechanism for the
development of distributed management application without necessarily over-lapping
the already existing standards such as CMIP and SNMP [65]. It provides a computing
environment to support multiple collaborating managers. It borrows the concept of a
“software object bus” from the software engineering community, with a particular
application to the inter-operability of disparate managers of networking equipment.
CORBA standard is made up of an interface definition language (IDL) to define the
external behaviour of managers, specifications for building manager —to- manager
request dynamically and an interface repository which contains descriptions of all
manager interfaces in use in a given system [66].
Some advantages [67]:

1. It is wvendor-neutral and open standard, portable, wide variety of

implementations, hardware platforms, operating systems, languages

2. It takes the grunt work out of distributed programming

Some disadvantages:

1. It has no reference implementation




2. ltis specified by consensus and compromise

3. Itis not perfect

SNMP
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M - Delete
M - Cancel- Get

Figure 2.19: SNMP, CMIP and CORBA Generic Architecture

The figure 2.19 shows the primitive commands between an SNMP manager and an
SNMP agent, Primitive command between CMIP manage and CMIP agent and
Communication between SNMP and CMIP managers in CORBA IDL.SNMP CMIP
manager to agent primitives are predefined, but CORBA manager-to- manager
communications are dynamically defined and published or anyone who wishes to use
them[68].

4. Telecommunication Network Management (TMN)

The ITU has developed a network management architecture called
Telecommunication Management Network (TMN) that is useful in managing large,
complex, multivendor networks. Most telecommunications vendors conform to the
TMN specifications, making it possible for an operator to easily integrate equipment
purchased from various vendors into a network with unified network management
[69]. TMN has 3 functional units [70]:

1) Operations Systems Function (OSF)



The OSF processes information related to the telecommunications management for
the purpose of monitoring/coordinating and/or controlling telecommunications
functions including management functions that is the TMN itself. This is actual TMN

functionality.

2) Network Element Function (NEF)
The NEF is a functional block which communicates with the TMN for the purpose of
being monitored and/or controlled. The NEF provides the telecommunication and
support functions which are required by the telecommunications network being
managed. The NEF includes the telecommunications functions which are the subject
of management. These functions are not part of the TMN but represented to the TMN
by the NEF. The part of the NEF that provides this representation in support of the
TMN is part of the TMN itself, whilst the telecommunications functions themselves

are outside.

3) Work Station Function (WSF)
The WSF provides the means to interpret TMN information for the management
information user. The WSF includes support for interfacing to a human user. Such
aspects of support are not considered to be part of the TMN and thus this part of the
WSF is shown outside the TMN boundary.

2.3 NETWORK PERFORMANCE MANAGEMENT

Performance Management includes the task of determining whether a system's
behaviour is meeting a particular target. In applying this to networks we need to know
if a network is underutilised or over burdened by traffic load; whether unusual effects
are taking place that might affect user traffic; or if operation is satisfactory [71] When
looking at performance management systems, the administrator looks for the
following traits: Utilization and error rates, Performance data collection, Consistent
performance level, Performance data analysis, Problem reporting, Capacity planning,

Performance report generation and Maintaining and examining historical logs

2.3.1 Performance Management Steps
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Figure 2.20: Performance Management Steps

Performance Base lining

Base lining involves truly understanding your network performance. Knowing what
you consider good performance gives you the quantitative metrics to justify or
invalidate users’ complaints of the network. There are three major components of
performance base-lining: Documenting your network topology and the components
that make up that topology, completing a performance assessment of the critical
applications you want to bring under management, and the use of both of these tools

for understanding and planning for capacity needs [71].

Monitoring Deviation

It involves configuration of NMS tool to watch out for changes in the network
performance after understanding the nominal performance of your network. This
performance monitoring is often done through the use of network probes (hardware
devices are installed in-line with devices). These agents or devices report back to the
NMS on the traffic characteristics going through the probe. While installing the
probes the administrator should ensure that it will not affect the network traffic flow.
A good NMS should be able to keep records of all data characteristics and alerting in
a searchable .Some examples of interesting characteristics are:

Input/output bits/second, Current/average response time, Peak traffic load, Interface

errors/discards, Per cent packet loss etc.

Performance Reporting:

NMS must have a robust reporting engine that can align statistics with the network

map and across multiple devices.

Performance Correcting




This involves using the information given to you by the NMS, the graphs and trending
analysis done in concert with the data in your NMS, and your own network intuition
to determine that a change is necessary to bring the network back to nominal
performance [72]. That change can take a number of forms. Adding extra interfaces to
key network devices reduces the load and increase performance. Depending on the
type of device and load balancing capabilities, performance can increase linearly with

the number of additional interfaces added to the problem.

2.3.2 Network performance (NP)

Network performance can be defined as the ability of a network or network portion to
provide functions related to communication between users [73]. It is a measure of
how well a system works. Network performance is measured in terms of parameters
which are meaningful to the network provider and are used for the purposes of system
design, configuration, operation and maintenance. NP is defined independently of
terminal performance and user actions [74]. Network performance information falls
into two categories: [69]

o Service — oriented (user-oriented): items such as availability response time

and accuracy- parameters that are important to the users.

Efficiency — oriented (provider-oriented): items such as throughput and utilization-

parameters that are important to the network owners.

NP is divided into the categories [39]

o Traffic performance: This shows how effective the network is in sending data

packets. Examples of such parameters are throughput, number of discarded,
errored and lost cells. This information helps the operator to discover
bottlenecks and tune the network for better performance.

Sienalling performance: It shows how effective the network elements are

“communicating” with each other, e.g. during the connection establishment.

2.3.3 Network Performance Parameters

NP parameters are used for the purpose of [39]:



o Analysing network performance: They help the operator to reach optimal
resource utilization and cost effective operation and maintenance of the
network.

Strategic network growth planning: NP statistics are important when operators plan

for network expansion or upgrade.

Preventive handling: Good preventive handling minimizes downtime in the network.

NP parameters should have the following characteristics [39]:
e Independent from the end-user equipment, thus equipment used to connect

services to the network is not of interest.

e Measurability at boundaries of network elements.
e Should have a clear relation to the technical architecture of the network and

individual network elements.

Generic Network Performance /Quality of Service parameters

Network Performances are measured by the following metrics [74]:

Throughput: Effective rate of transfer of messages across the network.

Response time: Time between generating and satisfying a request associated with the
measure are those times that have to do with setting up, usage and tearing down delay,
connection establishment delay, transit delay and connection release delay.

Waiting time: Time spent in queues waiting for service, time spent in processing and
forwarding messages and time between arrival events.

Work load: The number of managed objects idle, number of managed objects active,
number of managed objects busy and number of managed objects rejecting service
requests because of over load.

Statistical analysis: Analysis of event records to determine quantities such as

utilization, availability, error rate, mean-time failure, mean-time to repair etc.

ATM performance parameters

Cell Error Ratio (CER) is the ratio of total errored cells to the total of successfully

transferred cells, plus tagged cells, plus errored cells in a population of interest.



Successfully transferred cells, tagged cells, and errored cells contained in severely

errored cell blocks are not included [75].

Cell Loss Ratio (CLR) is the ratio of total lost cells to total transmitted cells in a

population of interest. Lost cells and transmitted cells in severely errored cell blocks

are excluded from the calculation of cell loss ratio.

Cell Misinsertion Rate (CMR) is the total number of misinserted cells observed in a

specified time interval divided by the time interval durationl (equivalently, the
number of misinserted cells per connection second). Misinserted cells and time

intervals associated with severely errored cell blocks are not included.

Severely Errored Cell Block Ratio (SECBR) is the ratio of total severely errored cell

blocks to totalcell blocks in a population of interest.

Cell Transfer Delay (CTD) is the delay experienced by a cell between network entry

and exit points. It includes propagation delays, queuing delays at various intermediate
switches and service time at queuing points.

a) Mean Cell Transfer Delay is the arithmetic average of a specified
number of cell transfer delays.

b) Cell Delay Variation (CDV) is a measure of variance of cell transfer
delay. High variation implies lager buffering for delay — sensitive
traffic such as video and video conferencing.

e [-point CDV describes the variations of cell arrivals in one MP.
Network queues and buffering procedures between the source
and the MP affect the value.

e 2-point CDV is based on observation of cell arrivals at two MPs
that delimit a virtual connection portion. It gives e.g. indication

of queues within the connection portion

2.3.4 Quality of Service (QoS)



b)

d)

b)

It measures performance across an internetwork. It can measure availability, capacity,
utilization delay, delay variation, throughput, reachability response time, errors, and
the burstiness of traffic.

ATM Quality of Service Parameters

Here are some important traffic parameters for bandwidth requirements in an ATM
network [76, 77]:

a) Peak Cell Rate (PCR): Maximum bandwidth the connection is allowed to

generate.

Sustainable Cell Rate (SCR): Average traffic bandwidth the connection is allowed to
generate.
Minimum Cell Rate (MCR): Demands on minimum available bandwidth for the
connection.
Maximum burst size (MBS): Maximum allowed traffic burst size, when bandwidth is
PCR.

QoS parameters for requirements on delay in an ATM network [78]:

a) Maximum Cell Transfer Delay (max CTD): Maximum allowed difference
between reception and transmission time for a cell between two end-user
points.

Peak-to-peak Cell Delay Variation (peak-to-peak CDV): Maximum allowed
difference between the maxCTD and minCTD for a cell between two end-user points.

The minCTD represents

2.4 RELATED WORKS

2.4.1 Performance monitoring model

Performance monitoring model in [79], the author proposes a general model for
performance management in ATM networks based on interaction between
management and control functions. The paper discusses the functionality of the

Network Management System, the plane & layer management in switching systems,



the call control functions and that of QoS management from the perspective of a
service platform. The paper then goes on to define performance monitoring in ATM
networks and illustrates the use of OAM cells for in-service performance
measurements. Overall the paper brings out a number of issues and highlights the

problems.

2.4.2 CMIP based interface for Optical Access Network

In [80] the authors introduced the standard CMIP-based management interface for
Optical Access Network (OAN), heterogeneous OAN devices from different suppliers
can be managed in a unified way. The paper discussed the CMIP based management
interface for OAN. It described the components of CMIP-based management interface
for OAN and then introduces a prototype implementation for the CMIP based

management interface.

2.4.3 A software architecture for supporting CMIP management information
bases of ATM switches.

[81] Introduced software architecture for supporting CMIP management information

bases of ATM switches. The architecture has three logical levels with specific

functionality and data. It is able to support ATM switches with management

capabilities conforming to existing standards, and is suitable for implementation. The

architecture provided a basis for the development, evaluation and evolution of

software supporting CMIP management information bases of ATM switches.

2.4.4 Bandwidth allocation for evaluating traffic congestion

Hui [82] outlined methodologies for computing the probability of packet, burst, and
call blocking to evaluate congestion for integrated traffic. A bandwidth allocation
mechanism is allocated to traffic states (packets, burst, and call) to improve network
efficiency. The system model follows a 3-step algorithm: Request, Acknowledge and
Send. The scheme allocates a subset of resources at level / + 1, and guarantees the
allocation does not cause excessive blocking at level / — 7 within the assigned subset.

The trunk is partitioned into channels i, each with capacity C;, calls are placed into the



channel i such that the maximum blocking probability among i is minimized.

Blocking probability at the burst level provides better traffic control.

Model
The system model follows a 3-step algorithm. At level /, the scheme allocates a subnet
of resources allocated at level [+1, and guarantees the allocation would not cause

excessive blocking at level /— 7 within the assigned subnet.

Blocking probability at packet level:
Given the service rate ¢, the arrival rate A, the queue length distribution P;, average

queue length L, buffer overflow, and the blocking probability,

Po = 1- %;%z % (1-0) 0™ @ =j§jj§ L= ﬁél:j)

Pe<P(L>[B)= > P/=

T=/Bl+1

' (2.1)

SRS

Blocking probability at burst level: (Provides better traffic control)
The blocking probability for type i pulses for the lossy system is given by
1

P(W' () > Z-a) = W( P (W (t)> Z-a; )- P(W(1)- 2)) (2.2)
W'(t) = carried traffic, W() = offered traffic, a; = amplitudes (jumps), Z = total
bandwidth.

The trunk is partitioned into channels i, 1<i<m, each with capacity C;, f
callls for various j are placed into channels i, such that the maximum burst blocking

probability among the i is minimized.

2.4.5 Admission control using the minimal effective bandwidth

Cheng and Zhuang [83] investigated the statistical multiplexing and admission control
for a partitioned buffer, where the traffic is generated by multiclass markov-
modulated fluid sources. They demonstrated that the minimal effective bandwidth can

be used for admission control when traffic from heterogeneous markov-modulated



sources enters the partitioned buffer; while it is required to dynamically adjust buffer

partition vector according to the accepted traffic load in other to guarantee QoS.

Model
The system model considered a portioned buffer of size, B, served by a channel of
constant capacity; c. the input traffic is from a markov-modulated flow source with J

classes of traffic(J > 2). The QoS Requirement is specified by packet loss.

The admission policy is based upon a space reservation scheme, using the buffer
partitioning vector Bt = (Bi, By,..., Bj.1) to provide J loss priorities. The QoS is
satisfied for all traffic if

G(B,)<¢;,Ve{l2,..J} (2.3)

Where & >& >... >& >0, G( B;) = long run probability that buffer above( B;).
B; = threshold, €; = packet loss probability

The asymptotic solution of the fluid model analysis is given by
J
G(B,) ~ G(O)] [ explZ; (B, - B,.,)] (2.4)
r-1

Where, Z/ = eigen value, B, ~ buffer class r fluid

J
G(B* ~ L] [explZi(B, - By, )] (2.5)
R=1
Where, L= loss probability in the bufferless multiplexing system. This equation can
be used directly for admission control in a partitioned buffer.
For a two-class on-off source:

G(B,) =1-[7,(B,) + 7, (B,)] = G(0) exp( leBl)

G(B) =1-[7,(B) + 7,(B)] (2.6)

G(B) = G(0)exp( Z;B,)exp[ Z; (B - B,)

Where,
, c—(F+1),
Go=2—2 i @.7)
¢ atfe—(B+ Ry
a+p

c= Channel capacity, « = silence duration, g = talk spurt duration, A= fluid rate



The QoS satisfaction requires that ¢ > max {Cl, ¢, ¢}

Optimal buffer partitioning involves solving the equation

¢
J
Z f 0 (2.8)
= C)

Where ¢” = minimum effective bandwidth of the markov modulated source. ¢” can

be solved using Newton iterative technique.

Numerical analysis of the model shows that in a heterogeneous multiplexing situation,
to guarantee the QoS of admitted traffic, the buffer partitioning vector should be
optimized dynamically in response to the traffic variation and if the input peak rate of
traffic decreases below the channel capacity, the minimal effective bandwidth can be

used for admission control.

2.4.6 Dynamic algorithm for resource allocation

Bashandy, Chong and Ghafoor [84] presented a dynamic programming algorithm to
find an optimal path between the source and destination nodes and determining the
amount of resources along the intermediate nodes needed to satisfy the QoS
requirements. They also analyzed various rate-based service disciplines and used the
dynamic algorithm to solve the problem of QoS routing with resource allocation for
networks that employ the service schemes. The system model used the graph
theoretical model which is based on the concepts of jitter graph. A jitter graph
consists of jitter nodes (switches, routers) and jitter links (service disciplines at

output interface). It uses optimization procedures to allocate resources.

Model

The system model used graph theoretical model which is based on the concept of jitter
graph. A jitter graph consists of jitter nodes v (processors and connectors in switches,
routers, and computers) and jitter links, £ (service disciplines at output interfaces and

the physical communication lines).

The reliability of a jitter link (u,v), Q. is



Mrec > 2.10
%tran qu ( )

n,., = total number of packets transmitted by jitter node u to ward jitter node v,

n,.. = total number of packets received at the jitter node v,

Q. is affected only by data dropage, two resources were identified: buffer allocated
b(u,v) and bandwidth allocated r»(u,v). The above resources are restricted by the
maximum value imposed by hardware and/or software limitation of a node.
Jitter, reliability, and end-to-end delay are considered as functions of the resources
and traffic shape

0<J,, =1, (bu,v),r(u,v))<oo

0<9Q, =/ (b,v),r(u,v)) <1 (2.11)

0<D,, =f, (bu,v),r(u,v)) <o

For a given path, P= <Vj..., V,>, the jitter J,(P), the reliability Q,(P), the maximum
delay D,(P), the bandwidth r, (P) are a function corresponding to the amount of
resources allocated along the path.
To(P) = 1,60 ). r (Vg V)bV, 1, V,)
Op(P) = fo (b5, V1), r(Vo: V1)1V, 10 V,))

(2.12)
Dy (P) = (00, V1), r(Vg, V1)V, 1, V))
rp(P) = fo (005, V), r(V, V)oY, 11 V))
A Path p is said to satisfy the QoS requirement of the stream if,
JP (P) < Jreq
P)>
QP( ) Qreq (213)
DP (P) < Dreq
rP (P) 2 Rreq
1, (P) = min r(u,v)
The logarithm reliability parameter Zp(P) for a path P is given by
Z,(P)==In[Q,(P)] (2.14)
Hence a path p satisfies the reliability requirement Oy, if Z,(P)<Z,, , where

Z,.,=-In(Q.,) (2.15)



The path resource problem is defined as
Z,(P,) =min{Z,(P,)}

Jo(P) <, @19

0<b(u,v) < B(u,v)V(u,v) € P,
R, <r(,v)<C*V(u,v) e P,

uv

Subject to (2.17)

The probability of QoS routing with resource allocation is defined as follows:
(s, d) =30,y 2, (P} (2.18)
The dynamic algorithm to solve the equation above is defined by the recursive

relation

Z5 (s, x) =min{ Z* (s, x),™

WEA

i SZ (P (5, w) @ (w, )1} (2.19)
Where,
P*(s,x) is the path computed at the " iteration Z* (s, x) = Z,,(P* (s, x))

25  CONCLUSION

This chapter has presented a general overview ATM network; overview of network
management was presented. Network performance management including steps,
generic network performance parameters, ATM performance parameters and quality

of service parameters was presented.

Finally, a review of related works was done. Although all the classes of techniques
resource allocation techniques presented above are flexible as they ensure fairness
while allocating resources. They also allocate priority to flows and the delay bounds
can be maintained or kept within manageable limits. This work will look at the
strength of CMIP as a more sophisticated protocol in ATM network bandwidth
allocation.

In the next chapter the implementation of the CMIP protocol will be represented in
block diagram and used to implement ATM Network bandwidth allocation.



CHAPTER THREE
PROCESS MODELLING

3.0 INTRODUCTION

This chapter presents the implementation of the CMIP on ATM network bandwidth
allocation. The manager communicates with an agent using a CMIP protocol as
shown in the previous chapter. The process (communication between managed
objects, agents and manager) will be represented with a flow chart showing the stages

involved in ATM bandwidth allocation.

31 CMIP OPERATION

The flow chart of operation presented in figure 3.1 shows the main stages involved in
bandwidth allocation, namely: Start, Initialization process, scanning / waiting for
request for bandwidth and Resource allocation. These stages are activated when

request for bandwidth allocation is received.

( Start )

\ 4
Initialization

»
>

A 4

ning/waiting for request for
bandwidth allocation

A

Allocate Resource when
Request arrives

Figure.3.1: CMIP operation



3.1.1. Start

The start involves the putting on of network management system, system booting and
setting up of the connection between manger and the agent. When the system is fully

on, it goes to the next stage which is initialization process.

( StartScan )
A\ 4

]

Figure 3.2 CMIP Start Operations
3.1.2. Initialization

Initialization process provides for the configuration and population of the MIB with
the state of the system to be managed. The initialization process involves three
phases: create, set and delete managed objects, see figure 3.2. The manager employs
M-create, M-set and M-delete in the initialization process.

e Create:

At the create phase, the manager creates the required managed object (MO). The
manager uses M-Create command to query the MIB to create an instance of a
managed object in the MIB. After the creation of the managed object, the manger sets
the attribute of the managed object using M-Set command. If there is need to create
more managed objects the manager loops back to create managed objects, it continues
in the loop until there is no need to create more managed object . If there is no need to
create managed object, the manager now goes to the next phase to modify the existing

managed objects.

Modify:
This phase allows only change/modification of the managed object’s attribute. If there
is no need for MO maodification, the system takes the manager into the last stage- M-

delete. The manager uses the M-get command to fetch the Managed Object from the



MIB and M-set command to perform modification (to change the value of attribute).
If there is need to modify another managed objects the manager loops back to get
managed object then goes down to set (modify) the managed object, it continues in
the loop until there is no need to modify any other managed object . The manager now

goes to the next phase to delete managed objects.

Delete:

This phase deletes the managed object from the MIB. This is last phase of the
initialization process. This phase starts by asking if the manager wishes to delete
already created managed objects if the answer is “NO”, it goes to the next stage of
CMIP management process (scanning and waiting for request) else it gets the
managed object to be deleted. The manager uses the M-get command to fetch the
Managed Object and then asks to confirm deletion. If confirmed, it deletes the
appropriate MO using M-delete else it cancels get using M-cancel-get command and
goes to next stage of CMIP management process (scanning and waiting for request).
If the manager still wishes to delete another MO the manager loops back to get
managed object then goes to delete the managed object, it continues in the loop until
there is no need to delete any other managed object. Then the manager now goes to
the next stage of CMIP management process (scanning and waiting for request).The

flow chart on Figure 3.3 below shows the initialization stage of CMIP operation.
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allocate bandwidth to the request. Figure 3.4 shows the flow chart of CMIP

In this stage the manager is in a scanning state, it waits for bandwidth allocation

request. It continues in the loop until an allocation request comes in, it then goes to

Scanning/waiting stage where the manager waits for request for bandwidth allocation.



Figure 3.4: CMIP Scanning/waiting for request for bandwidth

3.2.4 Resource Allocation

Once a request comes in, the manager checks the service type and determines the
requested bandwidth. Therefore, in the case of either data, voice or video service the
QoS parameter value is applied in determining the appropriate required bandwidth. If
it is outside the defined services error is flagged off. It then defines the Required
Bandwidth using the associated Q.S parameters .Therefore using the Q,S parameter
value relating to the service of the Requested Bandwidth the Optimum Required
Bandwidth (ORB) is calculated using equation 3.9. Equation 3.9 was derived from the
graph in figure 3.5. Equation 3.9 is the power series conversion of the graph in figure
3.5. The graph was developed in earlier work [85]. Given a specific required
bandwidth, the graph is used to determine the optimum required bandwidth. Figure
3.4 therefore illustrates the relationship between ATM networks, optimum required
bandwidth and standard (typical) bandwidth requested by network user. the standard
bandwidth requirements relate to ATM network traffic intensity. The resultant series
is employed in calculating the optimum required bandwidth for each bandwidth

request to reduce waste associated with redundancy in bandwidth.

Py
*—

Optimum Required Bandwidth(kbps)

0 2 4 6 8 10 12 14 16 18 20
Requested Bandwidth(kbps)



Figure 3.5: Number of resources versus bandwidth [85]
The power series that resulted from graph in figure 3.4 above were derived below.

So, Power series has the form [86]:

y=Ax" + Bx' + Cx* + Dx* +....... 3.1)

Basically, the constants define the series. The task of determining the constants when
a curve is given is actually not included in the scope of this work. This not
withstanding, the process that may be adopted for the determination of the constants is
presented below

Where A, B, C, D are constants

From figure 3.5 above, equations (3.2) was obtained by substituting choice points on
the curve in equation (3.1).

8=A4A+B+C+D
7=A+5B+25C+125D
6=A4+108B+100C +1000D
5=4+20B+400C +8000D

(3.2)

Then solving equation 3.2 simultaneously, for the four unknown constants - A, B, C

and D — and substituting back into equation 3.1 then equation 3.3 results.

y =8.275-0.28x + 0.0046x* +0.0001x* (3.3)

In this case, y represents the Optimum Required Bandwidth, ORB and x represents
the requested bandwidth, B. so equation 3.3 can be rewritten as in equation (3.4)
below.

ORB =8.275-0.28B + 0.0058° —5.848x10° B® (3.4)
Therefore equation 3.4 is used to calculate the number of the ORB by substituting the
value of requested bandwidth for each arrival. After which the manager compares the
Available Bandwidth (AB) in the MIB and the ORB for the bandwidth request, if the
ORB is greater than the Available Bandwidth (AB) it means there is no enough
bandwidth so it flags an error and drops the call and goes back to wait for another
request. But if the Optimum Required Bandwidth (ORB) is less than or equal to the
Available Bandwidth (AB) it means there is enough bandwidth for the request it will
then decrement Available Bandwidth (AB) by the size of Optimum Required
Bandwidth (ORB) that is “AB - ORB” and then gets the resource and issues a



command to agent to Connect Call and goes back to wait for another request. The

flow chart on figure 3.5 shows the CMIP resources allocation stage.
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Figure 3.5 CMIP Resources Allocation

3.3 CONCLUSION

This chapter explained CMIP operation as it concerns ATM bandwidth allocation
using a flow chart. It shows the diagrams of different stages in CMIP flow chart of
operation for ATM bandwidth allocation. Complete flow chart containing all the
stages fused together is in appendix A and B. The next chapter will look at the

presentation and analysis of the results obtained from the simulation of the model.



CHAPTER FOUR
SIMULATION RESULTS AND ANALYSIS

4.0 INTRODUCTION

In this chapter, the results obtained from the simulation of figure 3.1 were presented.
A snap shot of the process in Simulink is shown in figure 4.1. The results in tables 4.1
& 4.2 and in graphs are presented in Figures 4.6 - 4.15. The simulation was run
several times using different values of bandwidth and available bandwidth. The

simulations were all analysed to produce the results presented.

4.1 SIMULATION

The block diagram in Figure 4.1 which is MATLAB model shows the implementation
of the flow chart developed in chapter 3 in MATLAB Simulink environment. The
processes involve Request Generation, definition of Required Resource Capacity,
Resource and Available Resources Dump (MIB) Subsystem. Probes were inserted in
each subsystem in order to monitor and collect the parameter values required to
analyse the management system. The MATLAB model (figure 4.1) was simulated for

1000seconds to enable data to be collected when the system has attained steady state.



APPLICATION OF CMIP INATM NETWORK BANDWITH ALLOCATION

—>
Requested Bandwidth

—»

Optimium
Required Resources Resource
Allocation

S IEI
Outl

outl P{in1 Call Connect

out2
- In2 »
Request Generation Definition of Required Out3 E

subsystem Resoruce Capacity

Outl

\ 4
2

Call Drop

outl Inl f——

Avaliable Resources

Availiable Resource
Dump/Base

Fig.4.1 CMIP bandwidth allocation block diagram

4.1.1 Request Generation Subsystem

This system is the source of the entire system. It is made up of two blocks: the

uniform random bitrate generator and a rounding function.

e The uniform random bitrate generates sets of requests for bandwidth. The
bitrates generated for the purpose of this work is set of twenty (20) bitrates
representing twenty (20) random requests for bandwidth.

e The rounding function approximates each bandwidth generated to the nearest
whole number in order to eliminate decimals.

The figure 4.2 shows Request Generation Subsystem with the output port (Outl)

providing the input port (Inl) for the next subsystem.

Request Generator

Outl

Uniform Random Rounding
BitRate Function

Figure 4.2: Request Generation Subsystem

4.1.2 Definition of the Required Resources Subsystem



This subsystem computes the optimum required bandwidth. It implements the power

series expansion ORB =8.275—0.28B +0.004658° + 0.00018° in equation 3.4 for
each bandwidth request. This subsystem defines the capacity of the required resources
for each bandwidth each request (from port Inl). The result of this computation is
rounded up to the nearest whole number. All the blocks in this subsystem were
extracted from simulink math operation blocksets.

Figure 4.3 shows CMIP ATM Definition the Required Resources Subsystem with the
output port (Outl) providing the input port (Inl) for the next subsystem (CMIP
Resource Allocation Subsystem)

Definition of Required Resoruce Capacity

8

-C- Constant
Congtantl
>
Q X
>
Product
In1 % ceil (1)
B |-> I Outl
-C- Productl Rounding
Function
Constant4
——P v

e
X

Math »
3 -C- Product2

Functionl

Constant6 Constant3

Figure 4.3: CMIP ATM Definition the Required Resources Subsystem

4.1.3 Resource Allocation Subsystem

This subsystem performs the resource allocation by comparing the value of output
(Outl) from the Definition the Optimum Required Bandwidth Subsystem (Inl) and
the Available Bandwidth in the MIB (In2). If the value in MIB is greater than the
Optimum Required Bandwidth the output will be a “one” else a “zero”. The result
(either a “one” or a “zero”) will be multiplied by the bandwidth to get the actual value
in order to decrement/update the MIB by subtracting the value of the Optimum
Requested Bandwidth from Available Bandwidth in the MIB.

This subsystem has two inputs and three outputs. The input 1(In1) comes from the

output of the Definition the Required Bandwidth Subsystem previous subsystem and



the input 2 (In2) comes from the MIB (Available Resources Dump Subsystem). The
outputl (Out 1) connects to the Call Connect display if it’s a “one” it accepts the call.
The output2 (Out 2) connects to the Call Drop display if it’s a “one” it will drops the
call. The output 3 (Out 3) connects to the next subsystem the Available Bandwidth
Dump (MIB) Subsystem to update the system of the current value of the MIB. The
figure 4.4 shows the CMIP Bandwidth Allocation Subsystem.
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Figure 4.4 CMIP Bandwidth Allocation Subsystems

4.1.4 Available Bandwidth Dump (MIB) Subsystem

This subsystem serves as a database where the managed objects are stored. This is
where the initialization process in the flow chart (figure 3.3) is carried out. The value
of the available bandwidth is stored here for use by the system. The value of the
available bandwidth is set as 20kbps.

The input port (In1) get its signal from output port (Out3) of the resource allocation
subsystem and the output port (Outl) goes to the input port (In2) of the resource
allocation subsystem. Figure 4.5 shows the diagram of Available Resources Dump
(MIB) Subsystem.

Management Information Base

| Je—>
Outl In1
MIB

Figure 4.5: Available Resources Dump (MIB) Subsystem

The detailed complete diagram of the CMIP implementation for bandwidth allocation



is in appendix C and below is the results and the analysis the entire system.

4.2 SIMULATION RESULTS

The table below shows the simulation results gotten from figure. 4.1. It contains the

bandwidth, Optimum Required Bandwidth gotten from the power series expansion,

Available Bandwidth, Cumulative Bandwidth Usage and the Command (i.e. whether

to connect call or to drop the call).The results of the simulation with 20kbps for the

first 20 call arrivals are given in tabular form :

Nth Requested Optimum Cumulative | Available | Command
Arrivals | Bandwidth Required Bandwidth Bandwidth

(kbps) Bandwidth Usage(kbps) (Kbps)

(kbps)

0 0 0 0 20 \Waiting
1 2 8 8 12 Call Connect
2 6 7 15 13 Call Connect
3 17 6 21 14 Call Connect
4 1 8 29 12 Call Connect
5 19 6 35 14 Call Connect
6 15 6 41 14 Call Connect
7 10 6 47 14 Call Connect
8 12 6 53 14 Call Connect
9 5 7 60 13 Call Connect
10 10 6 66 14 Call Connect
11 20 5 71 15 Call Connect
12 11 6 77 14 Call Connect
13 11 6 83 14 Call Connect
14 5 7 90 13 Call Connect
15 10 6 96 14 Call Connect
16 13 6 102 14 Call Connect
17 14 6 108 14 Call Connect
18 8 7 115 13 Call Connect
19 8 7 122 13 Call Connect
20 20 5 127 15 Call Connect




Table 4.1 1% simulation result for 20 kbps Available Bandwidth for first 20 arrivals

The table 4.1 shows the summary of the result for 20kbps and first 20 arrivals with
random values of bandwidth between 0 and 20kbps. The graphs below show
behaviours of the bandwidth, required resources, available resources and the

utilization of the resources.
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Figure 4.6: Bandwidth Requirements

The fig above shows the bandwidth generated randomly from the Request Generation
Subsystem in figure 4.1. The11™ and 20™ arrivals the bandwidths were at its peak and
lowest value at 4™Marrival. Peak and the lowest value of the bandwidths were gotten

from the Request Generation Subsystem.
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Figure 4.7: Optimum Required Bandwidth

Fig.4.7 shows the computed optimum required bandwidth for the each bandwidth
using the power series represented in the MATLAB SIMULINK environment. The
required number of resources has peak values at the 1st and 4™ arrivals. These values

are gotten from the solution of the equation3.9 implemented in figure 4.1.

Availiable Bandwidth
20

18+

16—

14

[N
N

Bandwidth (kbps)
(=
o

©

0 2 4 6 8 10 12 14 16 18 20
Nth Arrivals

Figure 4.8: Available Resources

The graph above represents the available resources after allocating the resources to

the agent.The drops at the 1st and 4" arrivals are as a result of the rise in the optimum



required bandwidth.
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Figure 4.9: Cumulative Resources Usage

Figure 4.9 shows the cumulative resource usage of the first set of 20 arrivals for

20kbps initial available bandwidth. It started from 0 and rose up to 127kbps for the

first 20 arrivals
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Figure 4.10: Resources Utilization

The graph above represents the utilization of the available bandwidth using CMIP
protocol.

From the utilization graph it was discovered that the increase in the number of



resources required for each bandwidth requirement there will be a decrease in the

available resources.

Comparing the cumulative bandwidth of 127kbps and the available bandwidth of

20kbps, it was discovered 20kbps was used to serve 127kbps requests without call

drops. This is to there is effective utilization of the bandwidth.

The table below shows the results of the simulation figure 4.1 for 20 kbps for another

set of 20 call request.

Nth | Requested Optimum Cumulative Available |Command
Arrivals | Bandwidth Required Resource Resources
(kbps) Bandwidth(kbps) | Usage(kbps) (kbps)

0 0 0 0 20 Waiting

1 11 6 6 14 Call Connect
2 14 6 12 14 Call Connect
3 9 7 19 13 Call Connect
4 17 6 25 14 Call Connect
5 15 6 31 14 Call Connect
6 20 5 36 15 Call Connect
7 11 6 42 14 Call Connect
8 7 7 49 13 Call Connect
9 3 8 57 12 Call Connect
10 13 6 63 14 Call Connect
11 16 6 69 14 Call Connect
12 9 7 76 13 Call Connect
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Table 4.2: 2™ Simulation Result for 20kbps and first 20 arrivals

The table 4.2 shows the simulation result of 20kbps available bandwidth for another

set of arrivals with random bandwidth requirement for the first 20 requests. From the

table all the calls that came in were allocated resource. The graphs in figures 4.11-

4.16 show behaviours of the bandwidth, required resources, available resources and

the utilization of the resources.
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Figure 4.11: Bandwidth Requirements

The figure 4.11 above shows the bandwidth generated randomly from the uniform
random bitrate in figure 4.1, for 20kbps for first 20 arrivals. The 9", 13" and 15"
arrivals the bandwidths were at its peak and drops at 6" arrival. The rise and fall in
the value of the bandwidths were gotten from the Request Generation Subsystem in

the figure 4.2.
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Figure 4.12: Required Number of Resources

Figure 4.12 shows the computed optimum required bandwidth from random
bandwidth with the power series represented in the MATLAB SIMULINK
environment. The required number of resources has peak values at the 9" 13" and 15"
arrivals. These values are gotten from the solution of the equation, 3.9 implemented in

figure 4.3.
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Figure 4.13: Available Resources

The graph above represents the available resources after allocating the resources to
the agent.

The drops at the 9™ 13" and 15" arrivals were as a result of the rise in the required

resources.
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Figure 4.14: Cumulative Resources Usage



The graph on figure 4.14 shows the cumulative resource usage of the first set of 20
arrivals for 20kbps initial available resources. It started from Okbps and rose up to
131kbps at the 20™ arrival. This means that the total bandwidth request for 20 requests
is 131kbps.
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Figure 4.15: Bandwidth Utilization

The graph in figure 4.15 represents the utilization of the available bandwidth using
CMIP protocol.

From the utilization graph it was discovered that the increase in the number of
resources required for each bandwidth requirement there will be a decrease in the

available resources.

The highest drop occurred at 9" 13" and 15" arrivals because of the rise in the
optimum required bandwidth. The cumulative bandwidth usage of 131kbps were
served with available bandwidth of 20kbps this is to say that there was effective

utilization of the bandwidth.

CONCLUSION
This chapter presented the simulation of CMIP protocol as a bandwidth resource
allocation tool and results obtained. Next chapter presents the conclusion of whole

work and recommendation for further research.



CHAPTER FIVE
CONCLUSION, RECOMMENDATIONS AND CONTRIBUTIONS

5.0 CONCLUSION

In this concluding chapter, the major findings of this work were summarized, and the
recommendation for further research given. The achievements of this work will also
be highlighted.

The aim of this research work has been to present the state-of-the art of a Common
Management Information Protocol (CMIP) that will assist an ATM network in
bandwidth resource allocation in order to achieve the required Quality of Service. The
results of the simulations in chapter four have clearly shown the following:

e CMIP can manage ATM bandwidth allocation efficiently and effectively.

CMIP allocates resources to every call without much delay or call drop

This is to say that there was maximum utilization and throughput of network
resources.

The results with respect to the QoS parameters of delay, throughput and utilization

can be summarized thus:

Delay increases with increase in bandwidth requirements. Delay decreases with
increase in number of the available resources. The throughput of this system increases
as the available resources increases. Throughput decreases with increase in the

required resources and arrivals

From the findings it can be deduced that CMIP is reliable when it concerns ATM
bandwidth allocation since there was maximum utilization of the available resources
without call drop. Reliability increases with increase in bandwidth allocation and

number of resources available.

The major contribution of this work is in the following areas:

e |t provided the plat form for resource management and bandwidth sharing.

e |t determines the Capacity of the bandwidth for each resource requirement



5.2 RECOMMENDATION FOR FURTHER RESEARCH

In order to improve the performance of the CMIP as an ATM resource allocation
protocol, those cases that lead to complexity of the protocol’s MIB has to be tackled.
The further work from these results and analysis could be the development CMIP
based network resource allocation software to be used by network administrators.
Also, try to implement this model into an ATM and see how those allocated resource

returns back to the MIB to increment the values there.

And also how to use CMIP to perform other network management functions in ATM
Network and other networks.
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